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B Summary

Ask ten corporate I'T executives for their assessment of the cloud services making

the technology headlines today, and you'll likely get ten different answers ranging
from “science fiction future” to “yesterday’s news”. So is the cloud play just another
marketing scheme, a promising but flawed new computing model, simply another
name for delivering managed IT services, or some combination of those? Practically
speaking, defining cloud services as a superset of managed solutions that leverage a
Web delivery model -- with multi-tenant, pay-per-use software-as-a-service (SaaS)/
platform-as-a-service (PaaS) emerging as a new archetype -- may be the most accurate
way to view the market today.

Though there is plenty of hype around the cloud concept, there is some truth behind
the talk about it being a real paradigm shift. Providers have been offering managed
services over both the public Web and through private IP networks for years with
hosted applications and utility computing offers. But the delivery of technology
services to enterprise clients is evolving, as are the business models that support
service delivery: In some ways, these models mirror the way popular consumer
applications such as Apple iTunes and Web-based games are supplied to users. Add

a floundering global economy and rising budget woes to the mix, and cost-effective
cloud services are bound to resonate with a broad customer set.

However, prospective clients will have legitimate concerns around stability, security
and even expenses that will keep them on the sidelines. What will motivate these
customers to make the jump into the cloud, which providers are in the best position
to capture their business, and what can other companies learn from them?
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Managed IT services delivered through the cloud promise business customers a flexible and
in some cases technically superior alternative to conventional technology models. Whether
it is utility computing, online backup and recovery, or hosted email and other collaborative
functions delivered as SaaS, solutions covered under the cloud services umbrella share a
common denominator that makes them particularly appealing in a deteriorating financial
climate: a bargain price relative to doing it yourself. The theory is that cloud service
providers possess the technology infrastructure, economies of scale and expertise to deliver
managed IT offerings to business clients at a fraction of what it would cost customers to
build and operate them internally. The current cloud services era evolved from the days

of application service providers (ASPs) and can even trace its roots back to the mainframe
client/server computing model, where application processing was centralized away from
the end user’s workstation. But while the cloud services concept mirrors its predecessors,
the underlying technology has evolved to support more sophisticated, secure and cost-
effective delivery models. The model has benefited from advances including improvements
in the underlying networks; virtualization technology that makes it possible to run secure,
stable and economical shared infrastructure; software tools that developers use to create
applications; and security that effectively balances control with accessibility. These and other
advances lay the groundwork for the kind of dynamic cloud-based services businesses want
now.

This demand for managed IT services delivered through the cloud is not confined to any
particular vertical or region. Everyone from small businesses to sprawling multinationals are
looking for something approximating the kind of low-cost flexibility cloud services promise.
A diverse crowd of players has recognized the big revenue potential and has swooped

in to lay claim to some of the anticipated riches. The resulting cloud services landscape
today is vast and complicated, with providers running the gamut from boutique managed
applications and hosting companies with their roots in the ASP realm, to carriers extending
their influences into these services, to pure-bred SaaS companies such as Salesforce.com
and software vendors such as Microsoft and Oracle transitioning to a cloud delivery model.
Transformational players such as Google are also making a serious push to change how
companies access and employ applications, as are system integrators and other professional
services organizations that can provide vertically-oriented consultative solutions that help
businesses employ or deploy cloud services.

Cloud services providers promise to deliver both cost and efficiency benefits. At the most
basic level, employing an outsourced model to deliver I'T services lets businesses avoid big
capital expenditures and operating costs associated with building out and maintaining a data
center. Many cloud services offerings also let organizations escape pricey recurring software
licensing charges that they'd pay with a conventional model.

By handing over the functions such as software upgrades and hardware maintenance that
are associated with managing the infrastructure and application services to a cloud services
provider, companies can cut administrative costs for tactical applications such as archiving
and email support In the case of services such as utility computing and storage, businesses
pay only for what they use. Integrators such as HP subsidiary EDS recently joined more
established utility computing players Amazon and SAVVIS with its own pay-per-use
computing service, part of a larger suite of flexible sourcing solutions that include hosted
Microsoft Exchange, service desk, and storage.

Beyond cost and efficiency, cloud services providers typically offer service level guarantees
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around availability, performance and support. Providers promise to bake in security to
preserve service integrity and safeguard data in transit and at rest. The aim is to deliver
services over the Web that are not only compelling but also stable and secure to attract
business clients that may have been reticent about turning over their key business
applications to an external provider. Thanks to including capabilities such as better security
controls, more precise monitoring and customer portals for self-administration, as well as
more dependable delivery infrastructures, companies that five years ago would have never
considered cloud-based services are now giving them serious consideration.

Reality Bites

Of course, many prospects expect providers still have kinks to work out in their service
delivery. Their concerns are fed by well-publicized and sometimes devastating incidents,
such as the August 2008 crash that led to nearly half of online backup provider The Linkup’s
customers losing files forever, and the provider shuttering its business. These incidents have
not been confined to tertiary cloud services providers: even top tier players have crashed and
burned on occasion.

Consider Google - the company, with its $50 per user per year ad-free Google Apps Premier
Edition online business productivity suite, has proven to be an effective spoiler to the
Microsoft-dominated traditional licensed software model. Google’s service has had more
than its share of extended outages, and both minor and serious glitches. In March 2009,
some Google Apps users lost access (again) to their hosted Gmail accounts for an extended
period, some for as long as 22 hours. In a separate incident the same month, Google
admitted that a small fraction of customer documents housed in the company’s Google
Docs online file sharing service were exposed to unauthorized users for a brief period of
time.

Google’s chief rival, Microsoft, isn’t immune from similarly stormy issues in the cloud. This
month the company joined Google and Amazon’s not-so-exclusive incident club when its
Azure hosted cloud services platform for developers and integrator partners crashed for
nearly a day. These examples of instability, and in many cases the providers’ failures to offer
an adequate explanation of how they will avoid future incidents, are pushing more than a
few prospective clients to ask whether cloud services are really ready for prime time.

The Trust Factor

As potentially damaging as the service incidents such as the ones described above are to both
customers and the involved providers’ forward momentum, past outages and other problems
have not deflated providers’ revenue prospects from cloud services in any measurable way.
Even some of the largest enterprises are exploring where cloud services in general, and

even some Saa$ solutions in particular, might fit in their organization. Earlier this month,
Microsoft announced pharmaceutical giant GlaxoSmithKline will be migrating as many

as 100,000 of its Lotus Notes seats to the company’s Business Productivity Online Suite

(BPOS).

But providers can hardly take continued interest in the cloud for granted. Whether the
customer is a large multinational corporation or a small business, companies need stable
and secure applications. There are many elements that need to be in place to ensure this
successful service delivery, including a scalable technical infrastructure, appropriate security
controls, a practical cost model, and a solid marketing and distribution plan.

Even the best-resourced cloud services providers rely on partners to provide some or even
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many the components to support successful service delivery. But customers are looking for a
single point of contact, or more bluntly, one throat to choke. Businesses seek out providers
that inspire confidence by backing up hosted cloud services with a solid network and server
infrastructure. This need has created a wide opening for providers, particularly carriers and
large hosting companies that possess both the expansive and stable infrastructure and the
baked in security to play a bigger role in the cloud services arena. Similarly, integrators and
global service providers on the order of an IBM or HP, which have cultivated trusted partner

Economy? relationships with their customers, are also playing an increasingly important role delivering
hosted services through the network cloud, either directly or through alliances with vendors
and third-party providers.

The cloud services arena is crowded with technology vendors and service providers jockeying
for position in the field, but there are some companies that are emerging as particularly
promising. While each brings a different set of assets and often very different core
businesses, these providers share a common focus on capitalizing on their best resources as
they tap an online delivery model to support lower-cost and more agile and effective service
delivery.
Here is a rundown of some of the companies best positioned to make the most of the
opportunities in the cloud:
Ten to Watch
Provider Cloud Service Focus Strengths Liabilities Key Partners
Accenture SaaS Service Lengthy engagements Doesn’t own its own net- | AT&T (hosting);
Development, with customers; deep work; depends heavily Cisco (Managed UC);
Integration and hosting; vertical expertise across | on third-party technology | Microsoft (application
managed applications many industries; sub- vendor partners; focuses | development; outsourc-
services in key areas stantial investment in almost exclusively on ing); IBM (infrastructure
such as unified com- application development | largest enterprise cus- automation for utility
munications and business process tomers, not down market | computing), HP (man-
optimization/outsourc- opportunities aged infrastructure solu-
ing; fiscal strength; good tions); Verizon Business
track record executing (Uuc)
on business and tech-
nology alliances; global
presence
AT&T Dedicated/Shared Solid voice and data Corporate heritage in Accenture; Avaya (IP

managed application
and remote infrastruc-
ture services; hosted
unified communications
services; managed stor-
age, utility computing ,
and managed security
solutions

management skill sets;
Significant hosting and
managed application
expertise picked up with
the USinternetworking
acquisition; 38 data
centers around the
world; Global IP network
with endpoints in 137
countries; $70 million+
investment building out
content delivery network;
significant managed
security expertise

voice fosters perception
the company lacks a
strong skill set/portfolio
in managed application
services; Seen as a gen-
eralist in a market that
craves specialists

PBX); Cisco (IP tele-
phony/security): EMC
(storage) HP (hosted
solutions); SAP (hosted
solutions)

Continued
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Provider

Cloud Service Focus

Strengths

Liabilities

Key Partners

Computer
Sciences Corp.
(CSC)

Hosted Infrastructure
(Collaboration, Security,
Online Backup/Disaster
Recovery Email
Archiving); Application
Services (Supply Chain
Management, CRM),
Management Consulting
for Enterprise Cloud
Services

Orchestrates multiple
layers of services to sup-
port optimized business
processes; Significant
customer base across a
broad set of industries,
deep application de-
velopment and security
expertise; Extensive
network of partners from
which CSC can craft
best of breed solutions

- and help customers
avoid vendor lock-in

Relatively new entrant in
the cloud services mar-
ket, which might keep
the company off some
prospective customers’
short lists

Oracle (Financial
Services), Sun, Microsoft
(Hosted Exchange/
SharePoint), SAP

Online Suite (BPOS)
includes Exchange,
SharePoint and Office
Communications Server
in both a full-featured
version and a stripped
down “Deskless Worker”
edition

messaging space; Deep
expertise in operating
system and application
development; Global
channel of thousands of
VARSs, hosting partners,
and other distributors

Google Google Apps Premier Massive data center Lack of transpar- Network of more than 50
Edition online productiv- | infrastructure allows ency with respect to its reseller, integrator and
ity suite (mail, document | company to provide infrastructure; Record other channel partners
sharing, hosted mail on-demand business of outages; Insufficient
security/archiving) collaboration suite for credits provided fol-

a fraction of the price lowing outages or data
of competitors offers; exposure

Extensive application

development expertise;

Substantial third-party

application development

ecoystem

IBM Dedicated and shared Advanced data center Lacks network; Extensive vendor and
managed application, infrastructure includes Perceived as focused channel partners include
managed security, online | nine cloud computing only large custom- AT&T, Amazon Web
storage, and utility com- | centers (labs); Full port- | ers; Some perceive as Services; Juniper (band-
puting solutions across folio of software includ- biased toward its own width allocation); Skype
a broad set of areas ing applications in key products (integrated video with
including collabora- areas such as collabora- LotusLive); Salesforce.
tion and storage; SaaS tion and security, as well com (LotusLive integra-
enablement services for | as hardware-specific tion)
third-party developers expertise as one of the

world’s top-selling server
vendors; deep security
expertise (ISS); broad
business consulting
resources; innovating
pricing models include
revenue sharing options
and reduced upfront
costs
Microsoft Business Productivity Market leadership in the | Minimal network and lim- | One of the world’s

ited voice expertise; lack
of hosting experience;
Late to the cloud ser-
vices space; Perceived
as inflexible;

largest channels with
hundreds of thousands
hosting partners, resell-
ers, and other distribu-
tors
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Hosting (by file, server,
or site)

distributed datacenters
supporting more than
30,000 customers; Real
pay-per-use focus with
pricing by hosted file,
server usage, or site)

Provider Cloud Service Focus Strengths Liabilities Key Partners
OpSource Hosting and SaaS Full suite of services Lacks network; focus Akamai, Cisco/Cisco
Enablement (Billing, focused on a fast-growth | may be too narrow going | WebEx, Microsoft,
Provisioning, Analytics) segment of both estab- forward; facing increas- MuleSource, NTT,
services for ISVs lished Saa$S providers ing competition from Salesforce.com
and ISVs transitioning to | multiple sources
an on-demand delivery
model
Rackspace Hosted Exchange; Cloud | Eight geographically No network; Perceived Cisco, HP, Microsoft,

as too small to support
large enterprise custom-
ers

VMWare

Salesforce.com

Online CRM provider;
Platform-as-a-Service
provider

First $1 billion SaaS
revenue success story;
stable infrastructure, on
the leading edge of the
platform-as-a-service
movement - building an
extensive developer/
distributor network for
third-party apps

Highly concentrated fo-
cus could impede future
growth

Network of nearly 1,000
technology, consulting
and training partners

Verizon Business

Mix of shared and dedi-
cated managed applica-
tion solutions delivered
through the cloud;
professional services to
support cloud services
development; suite of
online backup and
recovery services; man-
aged security services

One of the world’s top
managed security pro-
viders; Significant data
center expertise as the
operator of more than
200 facilities worldwide;
Expansive global IP net-
work; Financially-stable

Seen as lacking applica-
tions expertise; Limited
professional services
expertise

Accenture (UCC), Cisco,
Microsoft
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The Sky is the Limit

These providers represent a broad spectrum of services: They can be dedicated offerings

that may be tailored to a particular client; or they may rely on Web-based delivery and a
lower cost model than traditional outsourced services; or they may offer true pay-per-use
SaaS. What all of these companies share beyond a specific set of technical skills is a practical
model for bringing online managed IT services to market that are competitively priced, but
still offer an attractive margin.

These are not the only companies making inroads into the cloud services space. A number

of other providers including Amazon Web Services, Apptix, BT Global Services, NTT,
Orange Business Services, Perimeter eSecurity and HP subsidiary EDS continue to expand
their portfolio of online managed IT services and applications.

There is a wealth of cloud choices available for business customers, but sorting through the
options can be an arduous task. This is likely to change over time as the market consolidates
around fewer providers. But the immediate concern for companies with competitive offers is
that they don't get lost in the shuffle. Having sufficient technology resources and executing
on a solid delivery plan is not enough. Cloud computing providers need to establish
alliances in order to extend their reach to new clients and improve their chances of success.

While there is an excess of promotional noise around cloud services, underneath the hype a
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seismic shift is really taking place in the way businesses access, use and manage technology
services. Cloud services will not sweep in and entirely replace other technology delivery
models. However, there is enough real revenue potential for providers to continue to invest
in building out innovative cloud services that will continue to drive change in the managed
IT services space.

M Recommended Actions

Recommended Vendor Actions

* The cloud services marketing machine is operating in overdrive, but cloud services
providers cannot afford to ride along on the bandwagon, they must distinguish and clarify
their capabilities. All providers need to outline in detail what distinguishes their offerings
both from other cloud services on the market and from alternative technology models
(traditional licensed software, conventional outsourcing, etc.). Providers should quantify
cost savings and softer benefits including productivity improvements that result from their
services.

* Providers cannot ignore concerns about the instability of cloud services. Providers such as
Amazon Web Services, Google and Microsoft that have suffered high profile outages and
other negative incidents need to provide as much public information as possible about the
cause of an incident, lessons learned and efforts to avoid subsequent failures. Google should
look at offering customers meaningful credits beyond a few days’ worth of free service in the
event of a future incident.

* Saa$ providers such as Amazon Web Services and Rackspace that offer a real pay-per-use
model need to work up examples that show different types of customers their potential
capital and operational savings. These models should also highlight data points around
savings on power and cooling and other data center facilities costs. Also, SaaS providers
need to emphasize the security controls they have in place to protect customer data.

* IBM needs to quell customer concerns about single vendor lock-in, emphasizing that as
a global managed IT services provider the company is unique in its breadth of technology
expertise and its extensive partner network.

* AT&T, Verizon Business and other telecom carriers that offer managed IT services
through the cloud should continue to build out partner relationships to enhance their
cloud offerings. The providers need to include more pure SaaS offerings that will appeal to a
broader base of mid-sized customers looking for affordable services in areas such as storage,
utility computing, and unified communications and collaboration.

* System integrators and global service providers such as Accenture, Cap Gemini, CSC and
HP/EDS need to promote their expertise around particular vertical technology solutions.
They can promote a deep skill set for delivering technology services that are designed from
the outset to support business process improvements, which in turn will yield significant
cost reductions and revenue gains.

Recommended User Actions

* Enterprise customers that have dismissed cloud services should reconsider their decision.
Many of the available offerings are available as dedicated services, which can be considerably
less expensive than DIY models.

* Businesses that are ready to make the leap from a conventional licensed software model to
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an online delivery model should look carefully at whether they should make the move now
Plavina in th or wait until software contracts come up for renewal. Businesses may be able to play the two
aying in the technologies against each other and work out a better deal with either their software vendor
Cloud: New IT

- . or the prospective cloud services provider.
Services Reality

or More Vapor in
an Already Foggy

* All prospective clients need to get solid assurances from their providers around avail-
ability and performance metrics, as well as guarantees related to problem notification and
resolution. Customers should expect compensation for services that don’t meet service level

Economy?
guarantees.
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